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Programs with Sharing in the Wild

Graphs Acyclic graphs (DAGs) Overlaid data structures
(threaded tree)

Verifying Progams with Sharing
‚ Many techniques applicable (shape analysis,

model-checking, . . . )
‚ Lack of general principles
‚ Challenge for compositionality
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Compositional Reasoning for the Heap

Frame
t ` u mark(`) t ` u

t

` r
u mark(`) t

` r
u

Frame “
r

The AI Frame Problem
“Describing what does not change as a result of an action”

Success: Separation Logic
‚ Data structures without sharing (lists, trees, . . . )
‚ Compositionality based on disjointness of memory

accesses

Sharing and Frame
‚ Brittle predicates that shoehorn separation in (›)
‚ Ad-hoc reasoning
‚ No general solution
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This Talk: Ramification

Ramification
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The AI Ramification Problem
“The ramification problem is concerned with indirect

consequences of an action.”

Key Points
‚ Embrace sharing when it is natural (›, Y›, ^, . . . )
‚ Separate spatial and mathematical reasoning
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Marking a Dag



Tree Logical Predicate [Rey LICS’02]

Separating Conjunction
‚ σ1 ‚ σ2 is the disjoint union of σ1 and σ2

‚ σ ( P1 › P2 iff Dσ1, σ2. σ “ σ1 ‚ σ2 & σ1 ( P1 & σ2 ( P2

P1 › P2 ô P1 P2
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Separating Conjunction
‚ σ1 ‚ σ2 is the disjoint union of σ1 and σ2

‚ σ ( P1 › P2 iff Dσ1, σ2. σ “ σ1 ‚ σ2 & σ1 ( P1 & σ2 ( P2

Heap Assertions
‚ emp empty heap
‚ x ÞÑ a only x is allocated (*x == a)
‚ x ÞÑ a,b, c x ` 0 ÞÑ a › x ` 1 ÞÑ b › x ` 2 ÞÑ c
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Tree Logical Predicate [Rey LICS’02]

Separating Conjunction
‚ σ1 ‚ σ2 is the disjoint union of σ1 and σ2

‚ σ ( P1 › P2 iff Dσ1, σ2. σ “ σ1 ‚ σ2 & σ1 ( P1 & σ2 ( P2

‚ Mathematical trees (terms)

τ
def
“ E | Npv , τ, τq

‚ Spatial trees

treepx , τq def
“ px “ 0^ τ “ E ^ empq H

_ pD`, r , v , τ`, τr . τ “ Npv , τ`, τr q

^ x ÞÑ v , `, r › treep`, τ`q › treepr , τr qq
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Dag Logical Predicate [Rey Unpub’03]

Overlapping Conjunction
‚ σ ( P1 Y› P2 iff
Dσ1, σ2, σ3. σ “ σ1 ‚ σ2 ‚ σ3 & σ1 ‚ σ2 ( P1 & σ2 ‚ σ3 ( P2

P1 Y› P2 ô

P1

P2
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Dag Logical Predicate [Rey Unpub’03]

Overlapping Conjunction
‚ σ ( P1 Y› P2 iff
Dσ1, σ2, σ3. σ “ σ1 ‚ σ2 ‚ σ3 & σ1 ‚ σ2 ( P1 & σ2 ‚ σ3 ( P2

‚ Mathematical graphs γ def
“ pV ,L,Eq:

˝ V = vertices
˝ L : V Ñ Val = labelling
˝ E = edges

‚ Spatial dags

dagpx , γq def
“ px “ 0^ empq H

_ D`, r , v . γpxq “ pv , `, rq ^
x ÞÑ v , `, r › pdagp`, γq Y› dagpr , γqq

Marking a Dag ‚ Dags and Graphs: Overlapping ConjunctionY› {



Dag Logical Predicate [Rey Unpub’03]

Overlapping Conjunction
‚ σ ( P1 Y› P2 iff
Dσ1, σ2, σ3. σ “ σ1 ‚ σ2 ‚ σ3 & σ1 ‚ σ2 ( P1 & σ2 ‚ σ3 ( P2

‚ Mathematical graphs γ def
“ pV ,L,Eq:

˝ V = vertices
˝ L : V Ñ Val = labelling
˝ E = edges

‚ Spatial graphs

graphpx , γq def
“ px “ 0^ empq
_ D`, r , v . γpxq “ pv , `, rq ^

x ÞÑ v , `, r Y› graphp`, γq Y› graphpr , γq
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Overlapping conjunctionY›

Folklore
‚ Y› comes from relevance logic (“relevant conjunction”,

“sepish”, . . . )
‚ dagpx , γq known in folklore [Rey Unpub’03]

The Frame Rule

tPu c tQu
tP › Fu c tQ › Fu

ttreep`, τ`qu mark(`) ttreep`, τ 1`qu
ttreep`, τ`q › treepr , τr qu mark(`) ttreep`, τ 1`q › treepr , τr qu

Challenge
How to use Y› for verification?
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Specification of mark_dag

1 struct node {short m; struct node *l,*r;};
2

3 void mark_dag(struct node *d) { // tdagpd, γqu
4 if (!d || d->m) return;
5 struct node *l = d->l, *r = d->r;
6 mark_dag(l);
7 mark_dag(r);
8 d->m = 1;
9 } // tdagpd,mpγ, dqqu

Mathematical Marking mpγ, xq

mppV ,L,Eq, xq “ pV ,L1,Eq

where

L1pyq “

#

1 if y P reach_zeropγ, xq
Lpyq otherwise
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Proof of mark_dag Using Framing

1 struct node {short m; struct node *l,*r;};
2

3 void mark_dag(struct node *d) { // tdagpd, γqu
4 if (!d || d->m) return;
5 struct node *l = d->l, *r = d->r;

6 //

"

d ÞÑ 0, l, r › pdagpl, γq Y› dagpr, γqq
^ γpdq “ p0, l, rq

*

7 //

tdagpl, γq › ???u *

8 mark_dag(l);
9 //

tdagpl,mpγ, lqq › ???u

10 mark_dag(r);
11 //
12 d->m = 1;
13 //
14 } // tdagpd,mpγ, dqqu

The Frame Rule
tPu c tQu

tP › Fu c tQ › Fu
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Tailoring Dags to Frame [BOC SPACE’04]

‚ Separated mathematical dag (term)

δ
def
“ Empty | x : Node δ` δr | Ptr x

‚ Spatial separated dags

pdagp0,Emptyq def
“ emp

pdagpx , x :Node v δ` δr q
def
“ D`, r . x ÞÑ v , `, r › pdagp`, δ`q › pdagpr , δr q

pdagpx ,Ptr xq def
“ emp

Caveats
‚ Predicate depends on the order of traversal
‚ Complex specifications and invariants
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Proof of mark_dag using Ramification

1 void mark_dag(struct node *d) { // tdagpd, γqu
2 if (!d || d->m) return;
3 struct node *l = d->l, *r = d->r;

4 //

"

d ÞÑ 0, l, r › pdagpl, γq Y› dagpr, γqq
^ γpdq “ p0, l, rq

*

5 mark_dag(l);

6 //

 
"

d ÞÑ 0, l, r › pdagpl,mpγ, lqq Y› dagpr,mpγ, lqqq
^ γpdq “ p0, l, rq

*

7 mark_dag(r);

8 //

 
"

d ÞÑ 0, l, r › pdagpl, γ1q Y› dagpr, γ1qq
^ γpdq “ p0, l, rq ^ γ1 “ mpmpγ, lq, rq

*

9 d->m = 1;

10 //

"

d ÞÑ 1, l, r › pdagpl, γ1q Y› dagpr, γ1qq
^ γpdq “ p0, l, rq ^ γ1 “ mpmpγ, lq, rq

*

11 } // tdagpd,mpγ, dqqu
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The Ramify Rule of Separation Logic

The Ramify Rule

tPu c tQu

ramifypP  Q,Rq “ R1

tRu c tR1u

Magic Wand
‚ σ ( P ´́› Q iff @σ1 ( P. σ ‚ σ1 ( Q

Ramification Entailment

R

c

R1

Q Q ´́› R1
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Back to mark_dag: First Recursive Call

The Ramify Rule

tPu c tQu R $ P › pQ ´́› R1q
tRu c tR1u

// tdagpl, γq Y› dagpr, γqu
mark_dag(l);

// 

tdagpl,mpγ, lqq Y› dagpr,mpγ, lqqu

Ramification Condition
dagp`, γq Y› dagpr , γq

$ dagp`, γq › pdagp`,mpγ, `qq ´́›
dagp`,mpγ, `qq Y› dagpr ,mpγ, `qqq
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Ramification Library: Updating DAGs

Lemma SubDAG Update

reachpγ1, xq Ě reachpγ, xq unreachpγ1, xq “ unreachpγ, xq
dagpx , γq Y› dagpy , γq $ dagpx , γq ›

pdagpx , γ1q ´́›
dagpx , γ1q Y› dagpy , γ1qq

‚ reachpγ1, xq Ě reachpγ, xq: no deallocation
‚ unreachpγ1, xq “ unreachpγ, xq: local modification

First Recursive Call

// tdagpl, γq Y› dagpr, γqu
mark_dag(l);

// tdagpl,mpγ, lqq Y› dagpr,mpγ, lqqu

math

reachpmpγ, `q, `qĚreachpγ, `q

math

unr .pmpγ, `q, `q“unr .pγ, `q

dagp`, γq Y› dagpr , γq $ dagp`, γq › pdagp`,mpγ, `qq ´́›
dagp`,mpγ, `qq Y› dagpr ,mpγ, `qqq
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Proof of mark_dag using Ramification

1 void mark_dag(struct node *d) { // tdagpd, γqu
2 if (!d || d->m) return;
3 struct node *l = d->l, *r = d->r;

4 //
"

d ÞÑ 0, l, r › pdagpl, γq Y› dagpr, γqq
^ γpdq “ p0, l, rq

*

5 mark_dag(l);

6 // 
"

d ÞÑ 0, l, r › pdagpl,mpγ, lqq Y› dagpr,mpγ, lqqq
^ γpdq “ p0, l, rq

*

7 mark_dag(r);

8 //

 
"

d ÞÑ 0, l, r › pdagpl, γ1q Y› dagpr, γ1qq
^ γpdq “ p0, l, rq ^ γ1 “ mpmpγ, lq, rq

*

9 d->m = 1;

10 //

"

d ÞÑ 1, l, r › pdagpl, γ1q Y› dagpr, γ1qq
^ γpdq “ p0, l, rq ^ γ1 “ mpmpγ, lq, rq

*

11 } // tdagpd,mpγ, dqqu
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Ramification Conditions

Second Recursive Call
dagp`,mpγ, `qq Y› dagpr ,mpγ, `qq

$ dagpr ,mpγ, `qq › pdagpr ,mpmpγ, `q, rqq ´́›
dagp`,mpmpγ, `q, rqq Y› dagpr ,mpmpγ, `q, rqqq

`Ø r
γÐmpγ, `q

First Recursive Call
dagp`, γq Y› dagpr , γq

$ dagp`, γq › pdagp`,mpγ, `qq ´́›
dagp`,mpγ, `qq Y› dagpr ,mpγ, `qqq
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Establishing the Post-Condition of mark_dag

Single Node Marking m1pγ, xq

m1ppV ,L,Eq, xq “ pV ,L1,Eq where L1pyq “

#

1 if y “ x
Lpyq otherwise

Lemma Mathematical Marking Facts

mpmpm1pγ, xq, `q, rq “ mpm1pmpγ, `q, xq, rq “
m1pmpmpγ, `q, rq, xq “ mpm1pmpγ, rq, xq, `q “ mpγ, xq

Post-Condition Entailment

d ÞÑ 1, l, r › pdagpl, γ1q Y› dagpr, γ1qq
^ γpdq “ p0, `, rq ^ γ1 “ mpmpγ, `q, rq

$dagpd,m1pmpmpγ, lq, rq, dqq
$dagpd,mpγ, dqq
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Robustness of the Proof
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Robustness of the Proof

1 void mark_graph(struct node *g) { // tgraphpg, γqu
2 if (!g || g->m) return;
3 struct node *l = g->l, *r = g->r;

4 //
"

g ÞÑ 0, l, rY› graphpl, γq Y› graphpr, γq
^ γpgq “ p0, l, rq

*

5 g->m = 1;

6 // 
"

g ÞÑ 1, l, rY› graphpl, γ1q Y› graphpr, γ1q

^ γpgq “ p0, l, rq ^ γ1 “ m1pγ, gq

*

7 mark_graph(r);

8 // 
"

g ÞÑ 1, l, rY› graphpl,mpγ1, rqq Y› graphpr,mpγ1, rqq
^ γpgq “ p0, l, rq ^ γ1 “ m1pγ, gq

*

9 mark_graph(l);

10 // 
"

g ÞÑ 1, l, rY› graphpl, γ1q Y› graphpr, γ1q
^ γpgq “ p0, l, rq ^ γ1 “ mpmpm1pγ, gq, rq, lq

*

11 } // tgraphpg,mpγ, gqqu
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Marking a Single Node in a Graph

Lemma Single Graph Node Update

γpxq “ pd , `, rq γ1 “ rx ÞÑ pd 1, `, rqsγ
graphpx , γq $ x ÞÑ d , `, r › px ÞÑ d 1, `, r ´́› graphpx , γ1qq

Marking the Root

γpgq “ p0, l, rq γ1 “ rx ÞÑ p1, l, rqsγ
g ÞÑ 0, l, rY› graphpl, γq Y› graphpr, γq

$ g ÞÑ 0, l, r › pg ÞÑ 1, l, r ´́›
g ÞÑ 1, l, rY› graphpl, γ1q Y› graphpr, γ1q ^ γ1 “ m1pγ, gqq
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Acid Test: Cheney’s GC



Cheney’s Copying Garbage Collector

1 void collect(void **r) {
2 void *tmp = fromSpace;
3 fromSpace = toSpace;
4 toSpace = tmp;
5 free = toSpace;
6 scan = free;
7 copy_ref(r);
8 while (scan != free) {
9 copy((void **) scan);

10 copy((void **)( scan +4));
11 scan = scan + 8;
12 }
13 }

14 void copy(void **p) {
15 if (p && *p) {
16 void *obj = *p;
17 int fwd = *(int*) obj;
18 if (fwd &&
19 toSpace <= (void*)fwd &&
20 (void*)fwd < toSpace+spaceSz ){
21 *(void **)p = (void*)fwd;
22 } else {
23 void *newObj = free;
24 free = free + 8;
25 *(int*) newObj = *(int*)obj;
26 *(int*)( newObj + 4) =
27 *(int*)( obj + 4);
28 *(void **)obj = newObj;
29 *(void **)p = newObj;
30 }
31 }
32 }
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State During the Execution

0 0 0

0

to scan free
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With Framing [BTR POPL’04]

Loop Invariant

isopφ,FORW ,BUSY q ^ pALIVE “ FORW Y UNFORW q ^

Reachablephead , tail ,ALIVE , rootq ^ pALIVEKNEW q ^

PtrRgphead ,ALIVEq ^ PtrRgptail ,ALIVEq ^ Tfunphead ,ALIVEq
^ Tfunptail ,ALIVEq ^ p7ALIVE ď 7NEW qproot P FORW q ^

pscan ď freeq ^ Ptrpfreeq ^ Ptrpscanq ^ Ptrpoffsetq ^
PtrpmaxFreeq ^ @›y P UNFORW .ppDz. py , zq P head ^
y ÞÑ zq › pDz 1. py , z 1q P tail ^ y ` 4 ÞÑ zqq › @›y P FORW .pDz.

py , zq P φ^ y ÞÑ z,´q › @›y P UNFIN.ppDz. py , zq P head ˝ φ: ^

y ÞÑ zq › pDz 1. py , z 1q P tail ˝ φ: ^ y ` 4 ÞÑ z 1qq ›

@›y P FIN.ppDz. py , zq P φ ˝ phead ˝ φ:q ^ y ÞÑ zq ›

pDz 1. py , z 1q P φ ˝ ptail ˝ φ:q ^ y ` 4 ÞÑ z 1qq ›
@›y P FREE .y ÞÑ ´,´
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With Ramification

graphpx , γq def
“
px “ 0^ empq _ Dl , r . γpxq “ pl , rq ^
x ÞÑ l , r Y› graphpl , γq Y› graphpr , γq

Loop Invariant

r ÞÑ to › pgraphpto, γq Y› fromspq › poolpfreeq ^
γ@to « γ0@r0 ^ cheneypγ, scan, freeq

Mathematical Predicate
cheneypγ, s, f q def

“ topsq ^ topf q ^
|tv | copiedpγ, vqu| “ pf ´ toq{2^ tto, . . . , f ´ 2u Ď γ Ó to^

@v P γ.@a,b. γpvq “ pa,bq ñ
ptopvq ^ ppv ă s ^ topaqq _ pv ě s ^ frompaqqq
^ ppv`1 ă s ^ topbqq _ pv`1 ě s ^ frompbqqqq _

pfrompvq ^ frompbq ^ ptopaq ñ γ@b « γ@pγpaq.2qqq

Acid Test: Cheney’s GC {



With Ramification

graphpx , γq def
“
px “ 0^ empq _ Dl , r . γpxq “ pl , rq ^
x ÞÑ l , r Y› graphpl , γq Y› graphpr , γq

Loop Invariant

r ÞÑ to › pgraphpto, γq Y› fromspq › poolpfreeq ^
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cheneypγ, s, f q def

“ topsq ^ topf q ^
|tv | copiedpγ, vqu| “ pf ´ toq{2^ tto, . . . , f ´ 2u Ď γ Ó to^

@v P γ.@a,b. γpvq “ pa,bq ñ
ptopvq ^ ppv ă s ^ topaqq _ pv ě s ^ frompaqqq
^ ppv`1 ă s ^ topbqq _ pv`1 ě s ^ frompbqqqq _

pfrompvq ^ frompbq ^ ptopaq ñ γ@b « γ@pγpaq.2qqq
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Even more Stuff from the Paper

Ramification Library
‚ Generic simplifications, e.g.

Disjoint Ramification
R $ P › pP 1 ´́› R1q S $ Q › pQ1 ´́› S1q

R › S $ P ›Q › pP 1 ›Q1 ´́› R1 › S1q

‚ Specific graph & dag lemmas

Additional Program Proofs

tdagpx , δqu y = copy_dag(x) tdagpx , δq › dagpy , δ1qu
tgraphpx , γqu span(x) ttreepx , τq ^ reachpτ, xq “ reachpγ, xqu
tgraphpx , γqqu dispose_graph tempu

More from the Paper. . . {



Conclusion



Summary

Sharing in Data Structures
‚ Naturally expressed using ›, Y› and ^
‚ Prevents natural applications of the frame rule

Ramify Rule
‚ By-hand, concise, compositional proofs
‚ Moves the complexity from space land to math land
‚ Valid in any separation logic

Conclusion {



Future Work

Prove. . .
‚ . . . more programs
‚ . . . concurrent ones
‚ . . . more automatically
‚ . . . machine checked

Conclusion {
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